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SUBJECT AMD COHMEBT 

U.S./U.S. Communication Security Conference, 1952. • The Report 
of the Confersnce ia how'forwaraedi "by m, as Chainaan of the Con- 
ference, for the consideration of APSAC and that body's decision 
as to forwarding it to the Joint Chiefs of Staff for U.S. approval. 

There are several points to which uFSAC's attention should be 
specifically invited: 

1. In par. 3 of the Report, reference 13 made to the agree- 
ment in regard to the immediate CCM problem. Improved security 
«iii be obtained by certain changes in the present CCM and in the 
methods of using it. These changes are expected to insure suffi- 
cient security in the present CCM until a proper replacement will 
be provided, which will be dona as soon as practicable. Work on 
the new CCH will proceed as soon as a reply is received from the 
British Chiefs of Staff to the U.S. Joint Chiefs of Staff Memo- 
randum SM-J.3C9-52 dated 26 May 1952 (a JCS 207U/U). 

2. Par. 8 of the Report establishes what may be considered 
as a new policy so far as the U.S., but not 30 far as the U.S. 

13 concerned. The U.S. policy, for several years at least, nas 
been to place U.S. COMSEC interests ahead of their COMUJT inter- 
ests. The U.K. formulated and applied this policy in 19b9, when 
they proposed furnishing the ’Western Union Powers with U.K. Types 
machines; they now are proposing to extend this policy to the 
whole of NATO. The U.S. representatives to the Conference just 
ended have concurred in the U.K. policy, preferring to leave the 
CCMIHT implications and probable repercussions on U.S. GOMIRT 
interests to the consideration of higher U.S. authorities. 

3. Par. 9a, b, c, and d, if approved by ~he U.S. and U.K. 
authorities, will place in the hands of non-BEUSA NATO govern- 
ments details of construction and exemplars of certain high- 
security crypto-equipments. It would mean that the U.S. and the 
U.K. would lose control over them and that the principles and 
details of construction of potentially powerful defensive weapons 
would probably fan into enemy hands, perhaps to be used against 
us later. Included in these equipments ana: 



^3 




Declassified and approved for release bvNSA on 05-20-2014 pursuant to E.Q. 135213 




. * ’REF ID : A67179 



mmft 

TOP SECRET 

ITEM OP 
AGENDA 



2 



h» Particular attention la invited to the proposal to 
release the U.K. MERCURI equipment to non-3RUCA i'ATO governments* 
This apparatus employs tho crypto-principles of the J.5. 3IGA3 a/SG { » 
the release of which to the U.S. has constituted a point of long 
argument axil contention among U.3. authorities, as well as between 
U.3. and U.K. authorities ever since 19U2. It has developed and 
it is now perfectly clear that not only nave the Jritish known 
and understood the crypto-principles on which the 3IGA3A /3C5! are 
based, as tnay nave consistently salatainad since 1947, but also 
the 7 have constructed at least $Q MERCLHT machine 3 embodying those 
principles. In fact, the «.K. MERCUHI equipment is much more 
secure than the U.3. 3IGA3A/SQ1 or the CSP 2900, so that from a 
realistic viewpoint there is certainly no longer any logic what- 
ever in continuing to regard the latter J.3. equipments as 
ounmsntionaole" so far as the 3ritish are concerned. The much 
mars Important point now to consider is whether the U.S. should 
concur with the U.X. authorities who wish now to release the 
crypto-principles of 3IGA3A/5CM to non-3RU3A "ATO governments. 
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5. In view of the CCMDIT implications of such a proposal 
as the latter, as well as of the proposal to release the details 
concerning the other equipments listed in par. 3 aoove, it is 
suggested that the Report of tho U.S./U.S. Communication Security 
Conference, 1952, be forwarded to the U.3. Joint Chiefs of Staff 
with the recommendation that before approving the Report of the 
Conference the points brought out in par. h aoove be referred to 
GSCJB for discussion and recommendation as to whether the U.S. 
should concur in releasing all the equipments proposed for release, 
including the S.K. M2RCURX equipment. 
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